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Date



«Individuals_First_Name» «Individuals_Last_Name»
«Individuals_Street_Address»
«Individuals_City», «Individuals_State» «Individuals_Zip_Code»

Re: 	NOTICE OF DATA BREACH
	PLEASE READ CAREFULLY

Dear «Individuals_First_Name» «Individuals_Last_Name»:

Blue Cross and Blue Shield of Illinois (BCBIL) is providing this letter because of your past or current health insurance coverage with BCBSIL. It is being sent to provide you with specific details about a recent incident involving your Protected Health Information (PHI) as required under the law.

[bookmark: _Hlk21332057]What Happened: On 06/23/2023 we became aware that your PHI was accessed by an unauthorized party on 06/21/2023 at a vendor of TMG Health (TMG). TMG provides third party administrative services to Medicare enrollees of HCSC Insurance Services Company (HISC). HISC is contracted with the Centers for Medicare and Medicaid Services (CMS) to offer this product.  

[bookmark: _Hlk21332077]What Information Was Involved: The information that was disclosed included your name, address, email address, phone number, date of birth, Social Security Number, Claim number, bank account number and medical service information. We have investigated the incident and determined that due to the unauthorized access by a bad actor, your information may have been disclosed to the wrong individual. 

[bookmark: _Hlk21332096]What We Are Doing: In order to minimize any harm, TMG is working closely with the vendor to ensure systems are updated to block these activities and prevent disclosures of this nature from occurring in the future. TMG is committed to maintaining the privacy and security of your information and is taking this incident very seriously. Our vendor has notified law enforcement to mitigate this situation as best as possible.

[bookmark: _Hlk21332105]What You Can Do: BCBSIL takes the confidentiality of members’ data very seriously. We have no reason to believe that anyone has accessed or misused your information. However, we want to make you aware of steps you may take to guard against identity theft or fraud. If you receive or access explanation of benefits statements (EOBs) from BCBSIL, we recommend that you regularly review these statements. If you see any service that you did not receive, please call us at the number found on the statement or on the back of your member identification (ID) card. If you do not receive or access EOBs, contact your provider or plan and request that they send you a statement following the provision of any services under your name and ID number.   Please review the enclosed Information about Identity Theft Protection.

What we are doing to protect your information: Additionally, to assist in protecting you from any potential identity theft, we are offering you one year of complimentary [credit/identity theft/dark web monitoring service through IDX’s [Name of Product].  You have [**] days from the date of this letter to activate the free credit monitoring service by using the following activation code:  [***].  This code is unique for your use and should not be shared. You can enroll by calling [8XX-XXX-XXXX] or you can visit [___@____]. To learn more about what is included with these services please review the enclosure.

Due to privacy laws, we cannot register you directly.

What you can do to protect your information: There are additional actions you can consider taking to reduce the chances of identity theft or fraud on your account(s). Please refer to the final page of this letter. 



For More Information: If you believe that your PHI has been misused or have any questions regarding this letter, please call the toll-free number listed on your member ID card. A representative is available to assist you. 

Sincerely,

Privacy Office
Blue Cross and Blue Shield of Illinois
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ADDITIONAL INFORMATION 

You should always remain vigilant, including by regularly reviewing your account statements and monitoring free credit reports.  If you discover any suspicious or unusual activity on your accounts or suspect identity theft or fraud, be sure to report it immediately to your financial institutions.

In addition, you may contact the Federal Trade Commission (“FTC”) or law enforcement, including your Attorney General, to report incidents of identity theft or to learn about steps you can take to protect yourself from identity theft. To learn more, you can go to the FTC’s website, at www.consumer.gov/idtheft, or call the FTC, at (877) IDTHEFT (438-4338) or write to Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580.

You may also periodically obtain credit reports from each nationwide credit reporting agency. If you discover information on your credit report arising from a fraudulent transaction, you should request that the credit reporting agency delete that information from your credit report file. In addition, under the federal Fair Credit Reporting Act (“FCRA”), you are entitled to one free copy of your credit report every 12 months from each of the three nationwide credit reporting agencies. You may obtain a free copy of your credit report by going to www.AnnualCreditReport.com or by calling (877) 322-8228. You may contact the nationwide credit reporting agencies at:

Equifax				Experian				TransUnion
(800) 685-1111			(888) 397-3742			(888) 909-8872
	P.O. Box 740241			P.O. Box 9701			Fraud Victim Assistance Division
	Atlanta, GA 30374-0241		Allen, TX 75013			P.O. Box 2000
	Equifax.com/personal/		Experian.com/help		Chester, PA 19022
	credit-report-services						TransUnion.com/credit-help

In addition, you may obtain additional information from the FTC and the credit reporting agencies about fraud alerts and security freezes. You can add a fraud alert to your credit report file to help protect your credit information.  A fraud alert can make it more difficult for someone to get credit in your name because it tells creditors to follow certain procedures to protect you, but it also may delay your ability to obtain credit. You may place a fraud alert in your file by calling just one of the three nationwide credit reporting agencies listed above. As soon as that agency processes your fraud alert, it will notify the other two agencies, which then must also place fraud alerts in your file. In addition, you can contact the nationwide credit reporting agencies at the following numbers to place a security freeze to restrict access to your credit report:

Equifax – (800) 685-1111
Experian – (888) 397-3742
TransUnion – (888) 909-8872

You will need to supply your name, address, date of birth, Social Security number and other personal information. After receiving your request, each credit reporting agency will send you a confirmation letter containing a unique PIN or password that you will need in order to lift or remove the freeze. You should keep the PIN or password in a safe place.
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Health care coverage is important for everyone.

We provide free communication aids and services for anyone with a disability or who needs language
assistance. We do not discriminate on the basis of race, color, national origin, sex, gender identity, age,
sexual orientation, health status or disability.

To receive language or communication assistance free of charge, please call us at 855-710-6984.

If you believe we have failed to provide a service, or think we have discriminated in another way, contact us to file a grievance.

Office of Civil Rights Coordinator Phone: 855-664-7270 (voicemail)
300 E. Randolph St. TTY/TDD: 855-661-6965
35th Floor Fax: 855-661-6960

Chicago, lllinois 60601

You may file a civil rights complaint with the U.S. Department of Health and Human Services, Office for Civil Rights, at:

U.S. Dept. of Health & Human Services Phone: 800-368-1019
200 Independence Avenue SW TTY/TDD: 800-537-7697
Room 509F, HHH Building 1019 Complaint Portal: https://ocrportal.hhs.gov/ocr/portal/lobby.jsf
Washington, DC 20201 Complaint Forms: http://www.hhs.gov/ocr/office/file/index. html

hchsil.com
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If you, or someone you are helping, have questions, you have the right to get help and information
in your language at no cost. To talk to an interpreter, call 855-710-6984.

Espariol Si usted o alguien a quien usted esta ayudando tiene preguntas, tiene derecho a obtener ayuda e
Spanish informacién en su idioma sin costo alguno. Para hablar con un intérprete, llame al 855-710-6984.

Ll | a0 e eliady Ay el il ghaall g B2 lsall e Jpuanll 3 Gall el cdlind oxelud gadd ol 5 el S o)
Arabic .855-710-6984 a8 1l e Jocil ¢(5 68 an yia an Caaatll 44lSH &)
P | MR, EIEERBEE R, HILHRERE, GERNE R UGN EEESEAME.
Chinese | iARE—I B8, 751 B4 SkAS 855-710-6984.

Frangais Si vous, ou quelqu'un que vous étes en train d'aider, avez des questions, vous avez le droit d'obtenir de
French l'aide et Iinformation dans votre langue & aucun codt. Pour parler & un interpréte, appelez 855-710-6984.
Deufsch Falls Sie oder jemand, dem Sie helfen, Fragen haben, haben Sie das Recht, kostenlose Hilfe und
Germnan Informationen in Ihrer Sprache zu erhalten. Um mit einem Dolmetscher zu sprechen, rufen Sie bitte die
Nummer 855-710-6984 an.
spogarcl | B el Al i HEE 521 e sl Aldl slE ol cRllsdlol v oA, slAsH
Giu.arati ollotd Ul Sl Al dMal (Aot W dxi3l el HeE e 1Bl Anctalleall 655 .
J o2l A clcd s2cll HIE L ole1R 855-710-6984 UR SIA 3.
: e, 31T9eh, AT 3T Toldeh! TEIIAT L {6 & 38, 9 &, dl 3Tl 3TeiT 8T H To1: e
ﬁﬂ FETYAT 3R STTTehRY YTl ohiet ohT 3TTRIRR & | FohelT JieTareeh & STcl hiet oh feTT 856°710-6984
R il Y |.
Italiano Se tu 0 qualcuno che stai aiutando avete domande, hai il diritto di ottenere aiuto e informazioni nella tua
ltalian lingua gratuitamente. Per parlare con un interprete, puoi chiamare il numero 855-710-6984.
520 Y 2ol L= Aol &= AMEO| 220 JLUE fole B2 et =5 EEE
%r;an Hotel HAHE B2 = U= Al USLICH SS A2 QEEAI S 855-710-6984 =2
&3totY AL,
Oira T’aa ni, éf doodago ta’da bika ananilwo’igif, na’iditkidgo, ts’ida bee na ah6d6ti’1” t’aa niik’e
Kyt nika a’doolwot dod bina’iditkidigii bee nit h odoonih. Ata’dahalne’igii bich’{’ hodiilnih kwe’é
J 855-710-6984.
Persian Aplad Juala (ula 855-710-6984 o et L ¢ ALk pa Jla S5 Ly KK Cga el il 3 Cle Sl 5SS
Palski Jesli Ty lub osoba, ktérej pomagasz, macie jakiekolwiek pytania, macie prawo do uzyskania
Polish bezptatnej informacji i pomocy we wtasnym jezyku. Aby porozmawiac z thumaczem, zadzwon pod
numer 855-710-6984.
= —— Ecnu y Bac unu yenoeeka, KOTOPOMY Bbl NOMOraeTe, BO3HUKIM BOMPOCHI, Y BAC €CTb NPaBo Ha BecnnaTtHyio
R{ISSi A MOMOLLb M MHGOPMaLMIO, NPEAOCTABNEHHYIO Ha BaLUeM A3blke. UToObI CBA3ATLCS C NEPEBOAYMKOM,
no3BoHuTe no TenedoHy 855-710-6984.
Taaalo Kung ikaw, 0 ang isang taong iyong tinutulungan ay may mga tanong, may karapatan kang makakuha ng
Tag al og tulong at impormasyon sa iyong wika nang walang bayad. Upang makipag-usap sa isang tagasalin-wika,
93108 | tumawag sa 855-710-6984.
0| e s Gl o S st o G pd Dl (B5S com 0S 0 ol (S e S0l S LS Gl K
Urdu - S JS 5 855-710-6984 « ) S S Sl was e 23S 5 S dala Glajglaa gl 2
Tiéng Viét | Néu quy vi, hodc ngwdi ma quy vi gilp d&, co cau hdi, thi quy vi cé quyén dwgc gilp d& va nhan thong tin
Vietnamese | bang ngdn nglr ciia minh mién phi. Be néi chuyén véi mét thong dich vién, goi 855-710-6984.
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